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What is React JS?
● React is a JavaScript library for building user interfaces, developed by Meta 

(Facebook).
● It allows developers to create reusable UI components using a declarative 

programming model.
● Commonly used with JSX (JavaScript XML), which compiles to 

React.createElement() calls.
● Widely adopted for building modern web apps, including single-page applications 

(SPAs).
● Behind the scenes, JSX is just sugar over React.createElement() - and that’s where 

our story begins…



What is createElement in React?



How does JSX get compiled into React createElement calls?



How does JSX get compiled into React createElement calls?
● Implementations vary massively between the latest versions of React and older 

versions that are still largely in use in the wild, but the usage of the React 
createElement function as a powerful sink still holds true.



Breaking down createElement's function signature



Breaking down createElement's function signature - type
● The first argument passed to createElement is the type to be created, which 

interestingly can be a number of values with different behaviors depending on the 
type of the type value
○ Strings - creates an HTML element of that literal string type (i.e. "div" -> <div></div>)
○ Functions/Classes - treats these as a React component definition and calls the appropriate code to 

construct and render an instance of these
● In scenarios where elements are dynamically created and type can be influenced 

by an attacker provided value, passing a string here instead of an expected React 
component can lead to unintended consequences with potential impact if more 
createElement arguments have some level of attacker control.



Breaking down createElement's function signature - props
● The second argument, props, is one of the better known injection points for 

attackers. 
● An object or null is expected, and key/value pairs on this object will be assigned to 

the created element as props if the type is a React component, or HTML element 
attributes if the type is a string, with some restrictions.

● Certain special values exist, like the well known dangerouslySetInnerHTML field
● Control over certain fields of the props argument, the entire props argument, or 

an object spread to the props argument can be a very powerful tool for achieving 
XSS



Breaking down createElement's function signature - props



Breaking down createElement's function signature - children
● The children argument(s) of createElement takes "React nodes"
● This can be a string literal that will be rendered as a text node
● This can be a React element object

○ In modern React, this requires certain fields be set to certain Symbol values, preventing the ability 
to inject valid arbitrary React elements from deserialized JSON

○ In much older React (Changed in 2015) validating these instead checks the _isReactElement: true 
field, allowing for arbitrary JSON to be deserialized into a valid React element, making this a much 
more powerful sink in ancient React versions.



What does any of this have to do with XSS?
● Quite often, components will be built in such a way that allow for attacker 

controlled sources to make their way into the createElement sink via one or more 
of its arguments

● This can be used to influence how HTML generation is performed
● These kinds of findings require a deeper understanding of what is going on with 

the application and are less likely to be "picked clean" on hardened bug bounty 
targets by traditional XSS payload sprayers



Exploitation Cheat Sheet
● Assuming attacker controlled deserialized JSON being passed into this function:



Lab challenges
● Pop XSS on each one of the challenges
● These challenges are inspired by vulnerabilities in real bug bounty targets
● Please talk to one another and work with the people near you. There's no reason 

to come all the way out to DefCon and then not talk to people.
● https://defcon.turb0.one
● Some of these challenges include source maps, some deliberately don't.
● The final challenge has a "hardcore" mode with a fun CSP to try to bypass :)
● Pop open your browser's devtools and start hacking!

https://defcon.turb0.one


Go Hack The Labs
https://defcon.turb0.one

https://defcon.turb0.one


Live Demo Walkthroughs


